
  

Xapien Privacy Policy 
 

Introduction 

Xapien is the trading name for Digital Insight Technologies Limited which registered in England under 

registration number 11241397 with a registered address at St John’s Innovation Centre, Cowley Road, 

Cambridge, United Kingdom, CB4 0WS.  Xapien operates the website www.xapien.com and organises its 

maintenance and the placing of its content. 

 

This privacy notice is provided in accordance with the General Data Protection Regulation 2016/679 

(“GDPR”), including any EU national laws implementing or supplementing the same, and any other 

applicable data protection laws (the “Data Privacy Laws”). 

 

Xapien is committed to complying with the applicable data privacy and security requirements in the 

jurisdictions in which it operates. Xapien complies with internationally recognized standards of privacy 

protection, and with various privacy laws globally including, but not limited to, the GDPR. 

 

Xapien provides due diligence software to clients (collectively “services”). In this respect, Xapien may act as 

data processor or as a separate data controller depending on the service being provided and the amount of 

control Xapien has over the purpose(s) and means of the data processing.  

 

To the extent that Xapien is deemed to be a data controller under Data Privacy Laws, this notice fulfils our 

obligation to provide certain information to third parties whose personal data we process in this capacity as 

required by Article 14 of the GDPR and the notice requirements set out in any other Data Privacy Laws for 

processing personal data which has been obtained indirectly. 

 

Data we collect 

Xapien collects the following categories of personal data: 

• Contact data: We may collect information about data subjects such as name and contact details (email, 
phone number, etc.) in order to communicate and facilitate the provision of our services with our 
customers or potential customers. For example, contact details of individuals who work for or on behalf 
of the customers, in order to carry out the customer’s engagement with Xapien. 

• Services data: Personal data may be provided to us by customers to the extent required to perform the 
services. Xapien may also acquire personal data from a third party as required to perform services 
requested by our customer(s). 

• Marketing information: We may collect information to respond to inquiries regarding our products and 
services or to provide you with information, reports, or updates. 

• Website visitor information: when you visit our website, we may collect information about your visit 
such as your IP address and the pages you visited and when you use our services, we may collect 
information on how you use those services.  

Clients and other third parties who provide personal information to Xapien must do so in compliance with 
applicable data privacy regulations. 

http://www.xapien.com/


  

Processing of personal data 

We collect personal data to offer and administer our services. The data you provide to us will be processed 

in accordance with the purposes specified in this notice, namely: 

• To provide the products or perform the services requested by customers and individuals pursuant to a 
letter of engagement, statement of work, or similar (where the processing is necessary for our legitimate 
business interests in conducting and managing our business). 

• To provide the products or perform the services requested by customers and individuals using our 
website or web applications (where the processing is necessary for our legitimate business interests in 
conducting and managing our business). 

• For complying with obligations provided by laws, current regulations and European legislation (e.g. tax 
regulations), where processing is based on a legal obligation, or legislation in other jurisdictions that may 
be applicable. 

• For legitimate business purposes to advise you through email, phone call, or post, under the terms of our 
ordinary commercial relationship, about other products or services like the products or services we have 
provided to you, and that we think will be of interest to you. 

• For marketing purposes. For example, we may use your information to further discuss your interest in 
the services and to send you information regarding Xapien, such as information about promotions, 
events, products, or services. You can withdraw your consent or opt out of receiving our marketing 
communications at any time. If you are not located in the EU, you may opt-out of receiving marketing 

communications and updates at any time. You can opt out by sending a request to info@xpaien.com. 

• For improving Xapien’s communications with you. Emails sent to you by Xapien may include standard 
tracking, including open and click activities. Xapien may collect information about your activity as you 
interact with our email messages and content. 

• For operating and improving Xapien’s website and your customer experience. For example, we may 
collect and analyse data on your use of our website and process it for the purpose of improving our 
online experience.  

• For security purposes. For example, we may use your data to protect Xapien and its third parties against 
security breaches and to prevent fraud and violation of Xapien’s applicable agreements where the 
processing is necessary for our legitimate business interests. 

Whenever we process your personal data for our legitimate interests, we make sure to consider and balance 
any potential impact on you and your rights under data protection laws. Our legitimate business interests do 
not automatically override your interests and we will not use your personal data for activities where our 
interests are overridden by the impact on you, unless we have your explicit consent, or we are permitted or 
required to by law. You have the right to object to this processing if you wish. 

Data processed during the provision of services 

Our customers use our software to help them mitigate risk, for example to conduct due diligence on a 

potential partner, client or donor. In many cases, the customer’s engagement of Xapien is to fulfil a 

requirement of EU or member state law or regulation, e.g. the EU Anti-Money Laundering Regulations and 

the UK Bribery Act 2010 or for our customer’s legitimate interests to ensure they do not take actions that 

lead to legal liability, reputational damage or other adverse outcomes. Xapien has a legitimate interest in 

processing data to support its customers in these objectives provided that the privacy rights of any affected 

individuals are not unduly affected. 

mailto:info@xpaien.com?subject=Opt-out


  

 

The personal data we process in the performance of services for and on behalf of our customers includes but 

is not limited to any information relating to a living individual in which the individual is identified or 

identifiable, for example, the individual’s name, contact information, education information, work history, 

directorships, financial information, as well as, where necessary, data concerning criminal convictions and 

offences and some special categories of information as defined by article 9 of the GDPR. 

In connection with our services we collect various types of personal data from a variety of different sources, 
including from: 

• Our customers 

• Public sources such as public records and registers, news media and the internet 

• Other third-party commercial sources such as corporate registries 

Our platform compiles this publicly available data into due diligence reports for our clients. 

The publicly-available data we collect relates to areas that our customers would find useful in pursuing a 
business relationship. The information we provide may include name, age, business contact information, 
biography, professional and family affiliations, and significant litigation involvement. We may also provide 
reputational background information drawn from publicly available sources. 

We may collect Special Categories of Data under Article 9 of the GDPR such as religion, nationality, and 
political affiliations because this information is directly useful for some of our customers, such as non-profit 
organisations.  We work with each of our clients to ensure data provided is proportional and required for the 
legitimate purpose being undertaken. 

Reports are generated by our customers who have a signed software contract with Xapien. Customers are 
required to consent that they a) use the reports for lawful purpose; b) use the reports for their internal 
business purpose only; and c) maintain the confidentiality of the reports. 

Accordingly, we do not broadly publish or disseminate the reports to the public nor do we seek to use the 
information to embarrass you or harm any reputation. Our goal is to respectfully provide limited access of 
the reports to our customers who have a legitimate purpose for requesting them. 

As part of our obligation under the GDPR, we have performed a comprehensive review of our data 
processing activities pursuant to a privacy impact assessment and believe that our processing is justified 
based on the legitimate interests of our customers and our business. Further that such interests are not 
overridden by your rights and freedoms when balanced against the restricted and respectful, narrowly-
tailored use we make of your data and the legitimate requirements to fulfil a requirement of EU or member 
state law or regulation. 

Once a report has been exported by the customer, Xapien deletes all data associated with the subject of the 
report. We do not store any data on individuals once the customer has exported the report. 

Your rights 
You have the following rights concerning your data processed by Xapien: 

• Access: You have the right to access personal information that Xapien holds about you. 



  

• Rectification: You have the right to ask us to rectify information Xapien holds about you if it is inaccurate 
or not complete. 

• Erasure: You can request that Xapien erase your personal data. We will keep basic data to identify you 
and retain it solely for preventing further unwanted processing. 

• Restrict Processing: You have the right to ask Xapien to restrict how we process your data. This means 
we are permitted to store the data but not further process it. We keep just enough data to make sure we 
respect your request in the future. 

• Portability: Where processing is based on consent or performance of a contract, you have the right to 
data portability. Xapien must allow you to obtain and reuse your personal data for your own purposes in 
a safe and secure way without this effecting the usability of your data. This right only applies to personal 
data that you have provided to Xapien as the Data Controller. 

Please contact info@xapien.com to request access, rectification, or erasure, or to restrict processing, to 
object to processing, to request data portability. 

Automated decision making 
Automated decisions are defined as decisions about individuals that are based solely on the automated 

processing of data and that produce legal effects that significantly affect the individuals involved. 

 

Xapien does not make automated decisions using personal data. 

 

Contact us 
Please contact Xapien with questions, concerns or complaints: 

 

Xapien  

St John’s Innovation Centre, 

Cowley Road 

Cambridge, CB4 0WS 

info@xapien.com  

For data subjects located in the EU: if we are not able to satisfactorily resolve your questions, 
concerns, or complaints, or if you believe that the processing of your personal data infringes on 
your rights under applicable data protection laws, you have the right, without prejudice to any 
other administrative or judicial remedies, to lodge a complaint with a supervisory authority, in 
particular in the Member State of your habitual residence, place of work or place of the alleged 
infringement. Contact information for the supervisory authorities may be found here: EU Data 
Protection Authorities 

http://ec.europa.eu/justice/article-29/structure/data-protection-authorities/index_en.htm 

mailto:info@digital-insight.com
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